How to Connect Your Device to the School’s Network

Use this help sheet to access the school’s network on your device N.B. please remember that when connected to
the network in this way you understand that your activity will be monitored in line with the Digital Safety Policy
which can be found on the school’s website.

First navigate to the school’s website www.Irgs.org.uk and click the key symbol in the top right corner:
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Then choose ‘Wifi Access Certificate’:
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Now download the ‘LRGS-CERT Zip File’ to your device:

HOME » BOARDING » WI-FI ACCESS CERTIFICATE

Wi-Fi Access Certificate

Download and extract this zip file to access the LRGS-CERT certificate. You'll need to

install it onto your device for access to the school Wi-Fi.
It should be installed to your device's Trusted Root Certification Authorities store.

**Please remember that your internet access is monitored**

Bi LRGS-CERT Zip File >

Then install the certificate to any device you want to access the school’s network.


http://www.lrgs.org.uk/

How to Install the Certificate on Your Device

Steps to Install a Certificate on iPhone

1. Download the Certificate:
1. Use Safari to download the certificate file ( .crt, .cer, or .pem).
2. Tap Allow when prompted to download the configuration profile.
2. Install the Profile:

1. Open the Settings app.

2. Tap Profile Downloaded near the top (or go to General > VPN & Device Management).

3. Tap Install in the top right corner and enter your passcode.
4. Agree to the warning prompts by tapping Install again.

3. Trust the Certificate (Required for SSL/TLS):
1. Go to Settings > General > About.

2. Scroll to the bottom and select Certificate Trust Settings.

3. Under "Enable full trust for root certificates," turn on the toggle for the certificate.
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Cancel Warning Install

Installing the certificate “LRGS-CERT" will
add it to the list of trusted certificates on
your iPhone. This certificate will not be
trusted for websites until you enable it in
Certificate Trust Settings.

The authenticity of “LRGS-CERT" cannot
be verified.
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Trust Store Version 2023032800
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ENABLE FULL TRUST FOR ROOT CERTIFICATES
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Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.
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Apple Mac/OSX Devices
Steps to Install a Certificate on Apple Mac/0SX

Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate “LRGS-CERT" will
add it to the list of trusted certificates on
your iPhone. This certificate will not be
trusted for websites until you enable it in
Certificate Trust Settings.

Profile Installed
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The authenticity of “LRGS-CERT" cannot
be verified.

Install

Cancel

To add certificates to a keychain using Keychain Access on Mac follow the instructions on link:
https://support.apple.com/en-gb/guide/keychain-access/kyca2431/mac
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https://support.apple.com/en-gb/guide/keychain-access/kyca2431/mac

Android

Steps to Install a Certificate on Andriod
1. Download the Certificate: Save your certificate file (e.g., .crt, .cer,) to your phone's internal storage or SD card.
Extract the downloaded certificate file
Access Settings: Open your device's Settings app.
Navigate to Security: Go to Security > More Settings (or "Encryption & Credentials").
Install Certificate: Tap Install a certificate or Install from storage.
Select Certificate Type: Choose the type, typically CA Certificate.
Confirm Warning: Acknowledge the security warning by selecting "Install anyway".

Locate File: Find the downloaded file on your device and select it.
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Enter Credentials: If prompted, enter your device PIN, password, or key store password.
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< Security and privacy Q

Additional security settings

Screen lock and biometrics
PIN, Fingerprints

Auto Blocker ©

Your phone is protected.

Security status of your devices
Your devices are being protected by Knox Matrix.

More security settings
Secure Folder, Secure Wi-Fi, and more

Privacy

Permissions used in last 24 hours

o ©
Camera Microph L i
DG - cga

Internet privacy protection

15 trackers blocked 340 times today

Controls and alerts
Control access to the microphone and clipboard.
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< CA certificate

Your privacy is at risk

CA certificates are used by websites, apps,
and VPNs for encryption. Only install CA
certificates from organisations you trust.

If you install a CA certificate, the certificate
owner will be able to access your information,
such as passwords, messages, or credit card
details, from websites you visit or apps you
use, even if that information is encrypted.

Install anyway Don't install
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< More security settings

Install unknown apps

Device admin apps
No active apps

Trust agents

Credential storage

View security certificates
Display trusted CA certificates.

User certificates
View and modify stored credentials.

Install from device storage
Install certificates from storage.

Clear credentials

Remove all certificates.

Certificate management app

Android Safe Browsing

Get alerts about threats from dangerous
websites
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Microsoft Windows

Steps to Install a Certificate on Microsoft Windows

1. Download and extract the file from the website
2. Open the File: Locate your certificate file (e.g., .crt or .cer ) and double-click it.
3. Install Certificate: Click Install Certificate....

4. Store Location: Choose Local Machine (requires admin rights) for system-wide trust, or Current User for just your

account, then click Next.
5. Place Certificate: Select Place all certificates in the following store and click Browse.
6. Select Folder: Choose Trusted Root Certification Authorities and click OK.

7. Finish: Click Next then Finish.
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General Detalls Certification Path

W Corticite Information Welcome to the Certificate Import Wizard

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification

Authorities store. This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Issued to: LRGS-CERT Store Location

Current User
Issued by: LRGS-CERT © Local Machine
Valid from 05/09/2024 to 05/09/2029 To continue, cick Next.

Install Certificate...
% Next Cancel
oK 4
X

Certificate Store

Certificate stores are system areas where certificates are kept. Completmg the Certificate Impor( Wizard

The certificate will be imported after you dick Finish.
Windows can automatically select a certificate store, or you can specify a location for

the certificate.
_ You have specfied the following settings:
() Automatically select the certificate store based on the type of certificate
R A od Trusted Root Certification Authorites
© Place all certificates in the following store Content Certificate
Certificate store:
Trusted Root Certification Authorities Browse...

Net | Cancel Finish Cancel



	Then install the certificate to any device you want to access the school’s network.
	To add certificates to a keychain using Keychain Access on Mac follow the instructions on link:

